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Bluetooth Technology

ABSTRACT:
For short-range of wireless communication, “Bluetooth” technology is widely used. It makes use of radio technology known as “Frequency Hopping Spread Spectrum (FHSS)”. FHSS is a technique that transmits radio signals by swiftly toggles a career among multiple frequency channels. The main reason behind to develop this technology was the creation of a single digital wireless protocol that connects multiple devices. “Bluetooth” is a wireless protocol that supports short-range communications between fixed and mobile devices such as mobile phones, handsets, modems, laptops, personal computers, GPS receivers, digital cameras and telephones. It also widely used in Scientific, Industrial and Medical industries. 

Bluetooth enabled devices consumes very low power. Based on the connectivity range (up to 100 meter / 10 meters / 1 meters) and their corresponding power permissible range (100 mW / 2.5 mW / 1 mW) these are classified as Class 1, Class 2 and Class 3 devices. These devices use transceiver microchips for data communications and commonly used to transfer voice data as well as byte data. “Bluetooth” can transmits the ‘Device name’, ‘Device class’, ‘List of services’ and other technical information such as ‘Device failure’, ‘Manufacturer details’, ‘Type of Bluetooth specification used’, and ‘clock offset’. Bluetooth is able to identify the connectivity of other devices and receive the response from other devices. All Bluetooth devices associated with 48-bit exclusive address. 

Bluetooth core consists of an RF transceiver, baseband, and protocol stack. Bluetooth uses a set of universally acceptable standard protocols such as core protocols, cable replacement protocols, telephony control protocols, and adopted protocols. These protocols enable a standard and high-level secured way of communication between the devices.
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Bluetooth Technology

1.0 Introduction:
Bluetooth is a limited-range Radio frequency network connection, typically used to connect communication devices and computer peripherals. This paper discusses the history, technology, and Bluetooth protocol stack and implementation details of Bluetooth technology. 
2.0 History:

The term ‘Bluetooth’ was originally named after a tenth century king Harald Blåtand1 (translated as Bluetooth in English) who ruled Denmark, where here the technology believed to be invented. In 1994, Ericsson Mobile Communication initiated a study about low cost, low power and wireless - cable replacement for mobile communication. Subsequently in 1998, Ericsson Mobile Communications, Intel, Toshiba and Nokia Mobile Phones formed Bluetooth Special Interest Group3 (Bluetooth SIG group); they released a standard known as Bluetooth version 1.0 in 1999. Since then they have released various new versions. The latest Bluetooth version 2.0 3 released on Nov 2004 and Bluetooth SIG adopted the Bluetooth Core Specification 3 version 2.1 on Jul 2007.

3.0 Bluetooth Overview:

Bluetooth technology was initially developed as a limited range cable replacement1 for the various communication devices such as mobile phones, handset devices and headsets. Bluetooth uses a globally accepted, open standard radio spectrum.  It has a set of protocols, hardware and software. This hardware and software operations1 are controlled by a microprocessor. Bluetooth has adopted the Wireless Local Area Network2 (WLAN) concept into a smaller range. It is very well suited for connecting various devices in 10 meters range. This type of networking is known as Personal Area Network2 (PAN). 

Bluetooth adopted Frequency Hopping Spread Spectrum (FHSS). It operates in the range of 2.4 GHz 2 frequencies and to operate in this frequency range, it doesn’t require any transmitter license to operate anywhere in the world. The 2.4 GHz frequency band (Range: 2400 MHz to 2483.5 MHz) 2 is reserved for general use by Industrial, Scientific, and Medical 3 (ISM band) application and that can operate without any license obtained from Federal Communications Commission (FCC). The following table (Table 1) shows the ISM band availability in the world.

Table - 1

ISM band Availability:1

	Place
	ISM band (GHz)

	USA

France

Europe

Japan

Rest of the world
	2.4000 - 2.4835

2.4465 – 2.4835

2.4000 - 2.4835

2.4000 - 2.4835

2.4000 - 2.4835


The FHSS adopts the following FCC restrictions 2 such as: 

a) The transmission power should not exceed 1 Watt.

b) It should have a minimum number of 75 channels.
c) It can have a maximum –20 dB bandwidth of 1 MHz.
d) The frequency hopping channel separation has the minimum of –20 dB hop bandwidth and it does not less than 25 kHz.
e) The minimum frequency hopping rate of 2.5 / seconds.
In addition to the FCC restriction on FHSS, the Bluetooth SIG requires the transmit power should not exceed 100 mW 2.

4.0 Bluetooth classification:
Based on power dissipation as well as the maximum range capacity, Bluetooth devices are classified into three types (Table-2).

Table - 2

Bluetooth classification3 
	
	Power level
	Maximum Range

	Class I

Class II

Class III
	20 dBm (100 mW)

0-4 dBm (2.5 mW)

0 dBm  (1 mW)
	100 m

          10 m

 1 m


5.0 Bluetooth IEEE standards:   
Bluetooth technology follows “IEEE 802.15.1” 3 standards.

IEEE 802.15 – is the working group for Wireless Personal Area Networks (WPAN)7
6.0 Bluetooth Technology:
The Bluetooth technology is a less expensive, widely accepted open standard. The design cost of a Bluetooth chipset was below $3 (2006) 9. This technology enables the buyer, freely to choose any Bluetooth enabled devices from various manufactures. It consumes very less power. If the Bluetooth equipped devices are within the range, they can be linked each other and communicate. They can synchronize with each other very quickly. The main advantage of this process is updating the files to the most recent one automatically. Bluetooth doesn’t require any line-of-sight requirement. Many Bluetooth users can operate without any wireless interference even though they present in a close proximity range.

7.0 Bluetooth profile2:

Bluetooth profiles provide information about how an application can use Bluetooth protocol stack. There are many profiles from choose from, such as Handset profile or LAN access profile.  Bluetooth specification consists of some specific profiles2 
(Figure – 1) and each will perform one or more specific functionality. For example, a Bluetooth handset device uses a Bluetooth handset profile for its operation. Similarly, a cordless phone uses cordless telephony profile.  For automatic file synchronization, the Bluetooth may equipped with the combination of various profiles such as “Generic Access profile”, “Serial Port profile”, “Generic Object Exchange profile”, and also “Synchronization profile”. Different model has their own set of profiles and if required additional profiles can be added into that for essential functionality. 


Figure 1

Bluetooth profiles and their interaction2
8.0 Bluetooth protocols 2:
The protocols are giving the basic structure for Bluetooth operation. The following 

Figure-2 gives the basic Bluetooth Protocol Stack.


Figure 2

Bluetooth protocol stack2
TCS (Telephony Control Protocol) 2:
It gives information about telephony services.

SDP (Service Discovery Protocol) 2:

It allows Bluetooth devices can find out what all are services supported by other Bluetooth devices. 

WAP (Wireless Application Protocol) & OBEX (Object Exchange) 2:

It gives interfaces to the higher layer parts of other communication protocols.

RFCOMM (Radio Frequency Communication) 2:


It is the Bluetooth serial port emulator.

It provides serial interface services (RS 232).

L2CAP (Logical Link Control and Adaptation Protocol) 2:
It multiplexes the data from higher-level layers 8 and also alters between different packet sizes.

It makes virtual connection between hosts and keeps track of multiple concurrent sessions (Ex: file transfers). 

It breaks the application data into Bluetooth-size fragments for transmission, and it will do the reverse operation for the received data.

Host Controller Interface 2:


It controls communication between a separate host and a Bluetooth module.

Link Manager 2:


It handles and configures links with other devices.

Broadband and Link Controller 2:


It handles the physical links through radio as well as assembling of packets.


It also controls the frequency hopping.

Radio 2:


It uses for modulation and demodulation of data for transmission and reception.

9.0 Bluetooth operation:
Bluetooth manages the network timings by selecting one of the devices as “Master device” and the other(s) as slave device. The functional operation  of a master device is, it will start the communication at first. Each Bluetooth device has the built in master as well as slave hardware. The formation of network is known as “Piconet (small) network” 6. 
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Figure - 3

Piconet Transmission6
The physical links are establishing these types of master and slaves network. If there is one master and one slave then it is known as Point-to-Point connection2 (Figure-4).



Figure - 4

Point-to-Point piconet2
If there is one master and more than one slave (up to a maximum of seven other slaves) it is known to as “Point-to-Multipoint” connection (Figure – 5). 


Figure - 5

Point-to-multipoint piconet

  9.1  Limitation of piconet connection4: 

A single piconet will be limited to seven slaves. If there is a requirement of multiple     number of slaves then:

· More number of slaves can be added by means of place the slave in ‘park mode’. Therefore practically unlimited number of parked slaves is possible for a piconet. It is limited to Asynchronous Connection Link (ACL) networks alone. 

· Another way to solve this problem is to add more number of piconets. By doing this, the result will be increased number of retransmission, degraded data rate and much interference and conflicts occur. 

A slave in any given piconet member could also be available in other piconets as slave. That means one slave can communicate with multiple masters. This network combination is known as  “Scatternet” (Figure – 6).


Figure –6

Point-to-multipoint scatternet2
A Bluetooth device can act as a master in only one piconet network but it can be a slave in two or more piconets. A scatternet formed by combination of two piconet or more than two piconets, form a scatternet. The combination of  “Piconets and Scatternet” 5 network is shown below (Figure – 7)
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Figure - 7

Bluetooth Piconets and Scatternet5
To avoid interference of signal between the piconets, the Bluetooth devices are using FHSS (Frequency Hopping Spread Spectrum) concept. In this approach, the overall 2.4 GHz frequency band is divided into “79 channels”.  The piconets will randomly hopping from one channel to another. Here each piconets will control by its corresponding maser.

 9.2 Inquiry and Page4:

There are two ways to establish connection with a Bluetooth device, ‘Inquiry’ and ‘Page’. 

An “inquiry” is a request to know the Bluetooth device address. If the devices are with in the range then they may respond to the inquiry. Once it responds with its corresponding Bluetooth device address and clock, the inquiry unit will have the basic understanding on the address and clock of the units that responds to the inquiry. If the Bluetooth device address is already known, “page” method is used. 

This mechanism helps to avoid congestion in Bluetooth networks since the master would eventually find the slaves very quickly and at the same time, the slaves listens for their pages. Finally the communication gets established at a moment where the frequent hopping master device succeeds over slowest hopping slave on paging. Before paging to a specified slave, the master will determine the slave’s identity first, so that it can identify which frequencies will be used by the slave for its page scan. This process is known as an “inquiry”. If a device will react to an inquiry then they pass the required constrains to the potential master that it needs to page them later. 

The master device will initiate a link to identify the potential slave. It uses the “Time Division Multiplexing” (TDM) technique. For that the master uses a separate frequency [f(k)]  as the paging channel. Once the prospective slave responds in different frequency channel [f(k+1)], the communication begins. While receiving the master packet, the slave will re-synchronize its clock. The master hops at a fast rate around 3200 hops/second whereas the slave hops frequency around 1 hop /second. 

Each piconet present in the scatternet have a distinct hopping sequence number. It is based on the master’s Bluetooth device address and clock. It is not possible for that any two masters have the same hopping frequency at the same time. If any two masters use the same frequency then collision will occur in turn retransmission happens. 

Greater number of collision occurs if many number of piconets present in a small location4. But in the case of scatternet, they usually spaced apart. Most of the piconets will not be interfering with others.  Also, each packet contains an access code, which is useful to determine the devices to know what packet is coming from which packet. Due to 79 radio frequency channels present in Bluetooth spectrum, there is a possibility of 79 masters in a scatternet4.

 9.3 Communication Steps:

These are the steps involved during communication between Bluetooth devices:

· Initially the master launch an inquiry to identify what are the devices are in range.

· If any of the (slave) devices are present in that range and listens that query then it responds with corresponding paging details.

· The potential master will page to that particular device alone.

· Then the link constraints will get established and exchange between those devices.

· Finally the communication starts.

10.0  Types of physical Connection 6:
It is possible to establish the master – slave(s) connection in to two methods

A. Synchronous Connection Oriented (SCO) link

B. Asynchronous Connection Less Link (ACL)

A) Synchronous Connection Oriented (SCO) link 6:
This type of communication channel is used for voice transmission. In the method of reserving slots, communication is established between master and slave. Through SCO link, the maximum of three connections could be established. 

B) Asynchronous Connection Oriented (ACL) link 6:

This type of connection is used for data communication. In this type of channel establishment, an asynchronous communication established between master and slave. a single channel is established per couple of devices. Here the slave(s) will able to transmit the packets after it has been received the packets from the master. By sending polling packets, the master will initiate the connection with its slave.
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Figure - 8

SCO and ACL communication 6
In a piconet group, totally eight devices [1 master and 7 slaves (max)] can be present. The slave can establish connection only with master device. The slaves cannot establish a connection with any other slaves. A master device can be act as a slave in another piconet group.

11.0  Safety & Health consideration for Bluetooth devices:
Bluetooth operates 2.4 GHz frequency range. Many appliances and utilities like Conventional microwave ovens also operate in the same frequency range. The possible health hazards are thermal absorption by the human body. The Federal Communications Commission (FCC) concerned about this factor and determine the maximum permissible exposure (MPE) (mW/cm2).


(A) Power Density 2:

      Power Density (S) = (EIRP) / (4( r2) 


    Where here,

EIRP ( Effective isotropically radiated power (or)

  Equivalent isotropically radiated power (mW/cm2)



mW ( EIRP will be calculated in the direction of the exposed person



r ( will be the distance between antenna and the person (centimeter)

      The allowable limit for this maximum power exposure (MPE) will be 5.0 mW/ cm2.

(B) Specific Absorption Rate (SAR) 5:

Another parameter to determine the exposure limits is based on “Specific Absorption Rate (SAR)”. 

SAR = Energy dissipated per unit time per unit mass  (Watts/kilogram)

Allowable occupational SAR limit = 0.4 / kg.
This value will be 1/10th of the value to heat up the tissue and actually our body tissues will heat up 10 times greater than this value.

12.0  Bluetooth security:

While establishing a link itself, Bluetooth protocol stack will allow authentication as well as encryption at the same time. The Bluetooth lower level layers are responsible for enabling security in the network. In a Bluetooth module, the first layer security mechanism is in the form of unique MAC address. 

All Bluetooth modules have a unique Bluetooth device address 8 (48-bit) also known as MAC address. The second level security mechanism is achieved in the form of providing two keys (Authentication & Encryption) and random number generation concepts. Each Bluetooth devices uses a unique 128 bit random number (“Pseudo-random number”)

 12.1  Authentication: 
The Bluetooth device scanner, deal with the terminal in which it wants to establish a connection by itself and subsequently it will send a decoded bar code. The response will be in the form of providing a link key by the terminal to the scanner and its shared by the two. It uses 128-bit key 8 for providing security level.

  12.2  Encryption: 
Once the authentication is over then the link is being encrypted. It uses (8-128) 8 bit key for security enhancement.


Figure - 9

Format the encrypted packets 10
All of the Bluetooth packets are not encrypted 10. The access code has a preamble, sync word, and a trailer that should be understandable to other units. The other piconet units could be read the packet header to make sure that if the message is belongs to them or not. As a result, it is only the payload that is encrypted. The principle of operation 10 is shown in Figure - 9. To generate the payload key in master clock, the bits (1-26) are used at the start of a packet. For each Bluetooth baseband payload, the key stream generator will be set with a different starting state. This repeated changes of the starting state is the main key feature in its resistance to attacks at the same time. But this initiation state consumes some time for processing and the input parameters are loaded into the shift registers of the stream generators.

13.0  Future Enhancements 2:
13.1  (A) Applications 2:

 1)  Local positioning:
 Bluetooth may replace the problems with Global Positioning System (GPS) if it used inside the building.

  2)  Universal remote control

Bluetooth radio frequency may replace the conventional Infrared remotes, which avoids the concept of pointing towards the electrical devices.

  3)  Automotive applications:

Bluetooth applications may useful to check the tire pressure automatically in an automotive and to avoid cables in that area.

  4)  Bio implants:

Similar to Radio frequency identification (RFID) implants helps to identify the pets and RFID Bio-compatible human implants (such as defibrillators, pacemakers), Bluetooth devices could be used.

5)  Electronic wireless pen:

It may be useful to digitize the data written by the user and automatically send it across the network via e-mail with the help of mobile phone.
 6)  Medical applications:

Bluetooth may apply into:

· Biometric applications 

· Gathering of real-time data applications, which is useful to keep track of the patient condition and their presence from a remote place 

· Automatic drug deliverable remote control system

 13.2  (B) Operational Enhancements 2:

   1)  Faster data rates:

Data rate improvement is essential for further development. Even though it is essential to consider the following factors such as:

i. High power requirement may improve the cost 

ii. Shorter range

   2) Adaptive Frequency Hopping (AFH):

Loss of packets during transmission could be avoided by using AFH.

   3) Smart Antennas:

Further reduction of interference with other Bluetooth devices is possible. The performance improvement is possible by improving the signal processing technique. 


14.0  Other Technologies:

The following table (Table -3) shows other competing technologies and application areas.


Table - 3

Competing technologies  9

	       Technology
	Application Area

	· Ultra Wide Band (UWB)

· Certified Wireless USB

· Wi-Fi (IEEE 802.11)

· WiMAX (IEEE 802.16)

· WiBro (Wireless Broadband)

· Infrared (IrDA)

· Radio Frequency Identification 

· Near Field Communication (NFC)

· HIPERMAN

· 802.20

· ZigBee (IEEE 802.15.4)
	· Personal Area Networking

· Wireless point-to-point connectivity

· Wireless Local Area Networking

· Wireless Metropolitan Area Networking

· Portable Internet Service

· Point-to-point (ad-hoc) wireless 

· Track inventory system

· Wireless Handset

· Fixed Wireless Access Standard

· Mobile wireless broadband access

· Wireless standard for remote control in the industrial field


Bluetooth devices Example:

The following table (Table - 4) shows few Bluetooth enabled devices.

Table - 4

Bluetooth devices Example

	Bluetooth Devices



	Bluetooth Head phones
Bluetooth PDAs

Bluetooth Keyboards

Bluetooth Access points

Bluetooth adapters
	Bluetooth printers

Bluetooth car adapters
Bluetooth mice
Bluetooth Handsets

Bluetooth Modems
	Bluetooth cameras
Bluetooth mobile PCs

Bluetooth Flash cards

Bluetooth projectors

Bluetooth Medical devices


15.0  Conclusion:

Bluetooth is operating under low power and short-range wireless communication. It replaces the cables that are connecting various devices such as mobile phones, headsets and personnel computers. Now Bluetooth technology market is rapidly growing. New devices are coming out with more technological advancements. Even though the Bluetooth chipset cost is very low, the cost of the Bluetooth devices is very high in the market. New improvement research process considers performance improvement in response time, data rate constraints and cost reduction.

References:

1) Bluetooth- Connect without cables, By Jennifer Bray and Charles F Sturman, Prentice Hall PTR, Upper Saddle River, New Jersey 07458, 2001

2) Bluetooth Operation and Use, By Robert Morrow, McGraw-Hill, New York, 2002

3) http://en.wikipedia.org/wiki/Bluetooth

4) http://www.palowireless.com/infotooth/knowbase.asp

5) http://www.ericsson.com/ericsson/corpinfo/publications/review/2000_04/files/2000046.pdf

6) http://www.baracoda.com/shared_docs/bluetooth_protocol.pdf

7) http://www.ieee802.org/15/ 

8) http://www.cs.fsu.edu/~yasinsac/group/slides/carter3.pdf

9) http://www.bluetooth.com/Bluetooth/Technology/Works/Compare/

10) Bluetooth Security, Christian Gehrmann, Joakim Persson and Ben Smeets, Artech House Publications, Boston, London, 2004

11) http://electronics.howstuffworks.com/bluetooth.htm

12) http://stephen.ksuettc.org/bluetooth.pdf

Dial-up networking profile





FAX profile





Handset profile





LAN access profile





Serial port profile





Generic Object �Exchange profile





File Transfer profile





Object Push profile





Synchronization profile





TCS-BIN-based profiles





Cordless Telephony profile





Intercom profiles





Generic Access profile





Service Discovery Application profile





Application





OBEX





WAP





TCS





SDP





RFCOMM





L2CAP





Host Controller Interface





Baseband and link controller





Link manager





Radio





Two


way


voice





 Control





  Data





  Voice





Master Device





Slave Device





Master Device





Slave Device





Slave Device





Slave Device





Slave Device





Slave Device





Slave Device





Slave Device





Master





Master





Slave





Slave





Slave





Slave





Scatternet Member





Transmitter





Key Stream Generator





Error Correction Code





ADD CRC





Source Payload





Receiver





Key Stream Generator





Delivered Payload





Decoding





Check  CRC





Waveform Channel








PAGE  
18

_1290049668

_1290145399

_1290049556

